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Nationwide MOVEit Breach May Impact Commonwealth of Virginia Members 

On February 28, 2024, the Department of Human Resource Management (DHRM) Office of 
Health Benefits was notified of a data breach. It was determined that the breach impacted 
members of the health plans administered by Evelance Health/Anthem. 

VIMARC, a print mail and fulfillment vendor across Anthem’s businesses, reported that its 
subcontractor Baesman Group was affected by the compromise of Progress Software’s MOVEit 
Transfer tool. In May of 2023, Progress Software Corporation, the developer of MOVEit, a file 
transfer application used by many organizations to transfer file data announced a critical zero-
day vulnerability in the application that allowed unauthorized third-party access to the MOVEit 
environments. This impacted a significant number of commercial and government customers 
worldwide. The Federal Government was involved in the investigation of this cybersecurity 
incident.  The incident was reported to the media and the appropriate regulatory authorities. 

Baesman Group, Inc. and Evelance Health mailed notices (see attached copies) to impacted 
members beginning February 29, 2024.  No action is required by agencies. DHRM will continue 
to monitor the situation and provide updates as necessary.  

For more information or questions regarding this incident, members should contact Baesman 
Group at (888) 811-0623, 9am-9pm ET, Mon-Fri, excluding holidays. Additionally, members 
can write to Baesman Group, Inc., at the following address: 
 
Baesman Group Inc.,  
4477 Reynolds Drive 
Hilliard, OH 43026.  
 

https://www.dhrm.virginia.gov/docs/default-source/benefitsdocuments/ba/generaldocuments/e-news/individual-notice-letter-vimarc-baesman-draft.pdf?Status=Temp&sfvrsn=640d5f29_2
https://www.dhrm.virginia.gov/docs/default-source/benefitsdocuments/ba/generaldocuments/e-news/elevance-health-infosec-moveit-vulnerabilities-response.pdf?Status=Temp&sfvrsn=d9855efe_2
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